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Executive Summary

Australia's security landscape from November 1 to November 8, 2026, was marked by
significant developments across defense policy, cybersecurity, and counter-terrorism
efforts. The controversial AUKUS submarine program faced renewed scrutiny following
an independent inquiry recommending its abandonment, though the government
reaffirmed its commitment. Cybersecurity remained a critical concern, with major
data breaches affecting healthcare providers and a Qantas supplier, highlighting
vulnerabilities in essential services and supply chains. Counter-terrorism activities saw
charges laid against teenagers for alleged terrorist acts and heightened airport
security in Sydney due to threats. Diplomatically, Australia engaged in crucial Quad
discussions on economic security and participated in multinational military exercises,
reinforcing its Indo-Pacific strategy amidst evolving regional dynamics and a shifting
US political landscape.

Key Security Developments

* AUKUS Submarine Program Under Scrutiny

An independent public inquiry, led by former defense chief Chris Barrie and former
lawmaker Peter Garrett, released a report on November 4, 2026, titled "Surrendering
Australia, the AUKUS Deception," recommending the immediate scrapping of the
AUKUS submarine acquisition program. The inquiry, which heard from over 150
witnesses and 1000 submissions, concluded that the planned delivery schedule for
Virginia-class and SSN-AUKUS boats was "at best, problematic, and most likely
unachievable," deeming AUKUS the "worst, riskiest and most costly defence decision
ever made". Despite these findings, the Albanese government rejected the
recommendations, maintaining that AUKUS remains central to Australia's national
security strategy.

* First AUKUS Submarine Deployment Confirmed

The USS Colorado, a 10-year-old Virginia-class submarine, has been assigned as the
first American nuclear submarine to deploy to Australia under the AUKUS agreement.
This deployment is scheduled for late 2027, with the USS Colorado making its home at
HMAS Stirling in Western Australia. This marks a concrete step in the AUKUS Pillar |
agreement, which envisions up to four American and one British nuclear-powered
attack submarines rotating through the base.

* US Midterm Elections Impact AUKUS Outlook
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The US midterm elections in November 2026 resulted in Democrats securing control
of the US Congress, a development that has raised new questions over Australia's
AUKUS deal. This shift in political power in Washington could influence congressional
oversight and federal spending, potentially affecting debates surrounding US
submarine production and defense industrial investment, which are crucial for the
AUKUS program. Former Australian ambassador to Washington, Arthur Sinodinos,
urged Canberra to engage with both major US political parties to maintain support for
AUKUS.

* Major Cyberattack on National Prescription Service

MediSecure, a large online prescription provider, fell victim to a "large-scale
ransomware data breach incident" that prompted a "whole-of-government" response.
The Australian Federal Police (AFP) is investigating the incident, which was announced
on November 4, 2026, by National Cyber Safety Coordinator Michelle McGuinness.
This incident highlights significant vulnerabilities in Australia's critical health
information infrastructure.

* Healthcare and Education Sectors Hit by Cyber Incidents

Several other cyber incidents were reported, including unauthorized access to an
isolated server behind NSW Health's Oral Health Fee For Service Scheme website,
discovered on October 29, resulting in approximately 4GB of data, mainly personal
details of participating dentists, being taken. St Andrew's Hospital in Adelaide also
confirmed a subset of data was downloaded from its servers. Additionally, the
ThreeAM ransomware group claimed responsibility for an incident at St James'
Anglican School in Alkimos, WA, on September 28, 2026.

* Qantas Supplier Cyber Incident Raises Supply Chain Concerns

A cyber incident involving Qantas technology supplier Amadeus prompted the
Australian Computer Society (ACS) to issue a statement on November 3, 2026, calling
for stronger scrutiny of technology supply chains and cyber preparedness. The ACS
argued that the incident raises "urgent questions" about Australia's data sovereignty
and the resilience of essential services, emphasizing the need for demonstrable
assurance that critical services can withstand disruption.

* Heightened Airport Security and Bomb Threats

Airport security measures were indefinitely ramped up at Australian airports following
the arrest of four men in Sydney over an alleged plot to bring down a plane using
poisonous gas or a crude bomb, reported on November 2, 2026. On November 6,
2026, Australian Federal Police conducted precautionary checks at Sydney Airport
after threats were received, leading to an ANA flight from Tokyo being met by armed
officers and passengers undergoing dog checks. This incident was linked to a wave of
similar bomb threats across Europe.
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e Counter-Terrorism Charges Against Teenagers

On November 4, 2026, a second Darwin teenager was charged by the Joint Counter
Terrorism Team Northern Territory (JCTT-NT) with collecting or making documents
likely to facilitate terrorist acts. This followed an ongoing investigation into the
collection of terrorism-related material and online discussions concerning terrorist
acts, including glorification of mass casualty attacks at schools. Separately, charges
against a Perth man were upgraded on October 29, 2026, to "other acts done in
preparation for, or planning, terrorist acts," for allegedly seeking assistance on
explosive devices, military training, and weapons manufacturing.

* Quad Foreign Ministers Meeting and Economic Security Focus

Foreign ministers from Australia, the US, Japan, and India met in Atlanta on October
31, expressing concern over economic coercion, arbitrary export restrictions, and
industrial overcapacity. They announced initiatives to diversify critical minerals supply
chains and provide over US$85 million in technical and financial assistance to support
access to trusted advanced Al technologies across the Indo-Pacific. This meeting
signals renewed political momentum for the Quad with a more explicit focus on
economic security and reducing dependence on Chinese supply chains.

* Exercise Malabar 2026 Commences in Japan

Exercise Malabar 2026, a multinational field training exercise, commenced on
November 5, 2026, in Yokosuka, Japan. Naval forces from Australia, India, Japan, and
the United States are participating, focusing on integrating interoperability training in
a multi-domain environment, including surface, sub-surface, air, and information
domains. This exercise, marking its 30th anniversary, reinforces the collective resolve
to maintain a stable, secure, and prosperous Indo-Pacific.

* Australia-China Steel Decarbonisation Dialogue

Australia and the People's Republic of China held their first steel decarbonisation
policy dialogue on November 2, 2026. This meeting brought together senior officials
from Australia's Department of Industry, Science and Resources and China's Ministry
of Industry and Information Technology, following a bilateral MoU signed in December
2025. Both governments characterized the discussions as constructive and expressed
support for continued engagement, representing a step towards cooperation on an
industrial transition important to both economies.

* Push to Enhance Air Defense Capabilities

Australia is actively working to strengthen its air defenses, with a formal tender
launched on October 13 for a medium-range, ground-based air defense solution under
Project LAND 6504. During a Senate Estimates hearing on November 2, 2026,
concerns were raised about the timeline for this project, with reports suggesting
delivery could slip to the mid-2030s, although officials stated an ambition for the early
2030s. The system is expected to conduct a live firing at the biennial Talisman Sabre
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multinational exercise in 2029.

Geopolitical Impact and Regional Dynamics

Australia's security developments this past week underscore its complex and evolving
role in the Indo-Pacific. The continued commitment to the AUKUS partnership, despite
domestic opposition and questions arising from the US midterm elections, signals
Australia's unwavering alignment with the United States and the United Kingdom in
enhancing its defense capabilities and projecting power in the region. The
confirmation of the USS Colorado's deployment to HMAS Stirling from late 2027
reinforces the tangible aspects of this alliance, deepening the US military presence in
Australia and potentially influencing regional power balances. This commitment,
however, also highlights the significant financial and logistical challenges, as noted by
the independent inquiry, and could draw Australia further into potential conflicts in
support of US strategic objectives.

The renewed momentum of the Quad grouping, evidenced by the foreign ministers'
meeting in Atlanta and the commencement of Exercise Malabar 2026, demonstrates
Australia's multilateral approach to regional security. The Quad's focus on economic
security, diversifying critical minerals supply chains, and supporting Al technologies
directly addresses concerns about economic coercion, particularly from China, and
aims to build a more resilient and secure Indo-Pacific. Australia's participation in
Malabar 2026 with India, Japan, and the US further strengthens interoperability and
collective capabilities, signaling a united front in maintaining a "Free and Open
Indo-Pacific". These efforts are crucial for regional stability, balancing China's growing
influence, and fostering a rules-based international order.

Relations with China remain a delicate balancing act. While the inaugural steel
decarbonisation policy dialogue on November 2, 2026, represents a constructive step
towards cooperation on shared industrial transitions, other developments indicate
underlying tensions. The University of Tasmania's decision to end its marine science
program with Ocean University of China beyond 2028, following earlier terminations of
other PRC-linked university arrangements, reflects a broader trend of increased
scrutiny on Chinese influence in Australian institutions. The ongoing debate
surrounding AUKUS and the Quad's explicit focus on reducing dependence on Chinese
supply chains further illustrate Australia's strategic hedging, seeking to manage
differences while pursuing its national interests and regional stability. The economic
fallout from a hypothetical "lran war," as mentioned in the context of US midterms,
also highlights how broader global conflicts can impact Australia's economic and
political stability, underscoring the interconnectedness of its geopolitical environment.
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Military and Defense Analysis

Australia's military and defense posture is undergoing a significant transformation,
driven by the 2026 National Defence Strategy and Integrated Investment Program,
which prioritize enhanced undersea warfare, lethal maritime capabilities, and
integrated air and missile defense. The commitment to acquiring
conventionally-armed, nuclear-powered submarines under AUKUS remains the
cornerstone of this modernization, with substantial investments planned for
infrastructure and logistics support at HMAS Stirling in Western Australia and a new
Submarine Construction Yard in South Australia. The impending deployment of the
USS Colorado to HMAS Stirling in late 2027 will provide invaluable experience for the
Royal Australian Navy (RAN) personnel in operating nuclear-powered vessels, a critical
step towards Australia's sovereign submarine capability. However, the independent
inquiry's assessment that the AUKUS submarine delivery schedule is "unachievable"
raises serious questions about the feasibility and timeline of these ambitious plans,
potentially creating a capability gap if not addressed effectively.

A key area of focus is the acceleration of integrated air and missile defense (IAMD)
capabilities. Recognizing a significant gap in its ground-based air defense (GBAD)
systems, Australia launched a formal tender for a medium-range solution under
Project LAND 6504 in October. While officials aim for delivery in the early 2030s,
concerns about potential delays to the mid-2030s were voiced in a Senate Estimates
hearing on November 2, 2026. This acquisition is critical to counter the growing
missile threats in the Indo-Pacific, particularly from China, which possesses a diverse
missile arsenal. The new system is expected to be mobile, deployable, and integrated
with existing IAMD infrastructure, capable of intercepting ballistic missiles in their
terminal phase and subsonic air-breathing threats.

Defense spending trends reflect this modernization drive, with the 2026 Integrated
Investment Program including an additional $14 billion over the next four years and
$53 billion over the decade, aiming to raise defense spending to 3 percent of GDP by
2033. This significant investment underscores Australia's recognition of the
"dangerous and unpredictable strategic circumstances" it faces. Beyond major
acquisitions, the Australian Defence Force (ADF) continues to engage in multinational
exercises like Malabar 2026 in Japan and routine training activities, such as increased
flying operations near Oakey, Queensland. These exercises are vital for enhancing
interoperability with allies and partners, testing critical capabilities, and strengthening
collective security in the Indo-Pacific. The defense industry is also seeing
developments, with innovation awards and contracts for combat helmets, indicating a
push for sovereign capability and local manufacturing.
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Outlook and Forecast

Short-term trends (1-3 months): In the immediate future, Australia will likely continue
to navigate the complexities of its AUKUS commitments, particularly in light of the
shifting US political landscape post-midterms. The Albanese government will need to
maintain robust diplomatic engagement with the new US Congress to ensure
continued support and funding for the submarine program. Domestically, the debate
surrounding the AUKUS inquiry's recommendations will persist, requiring the
government to clearly articulate its rationale and address public concerns about costs
and feasibility. Cybersecurity incidents are expected to remain a prominent threat,
with further reports of data breaches in critical sectors highly probable given the
recent attacks on healthcare and essential service suppliers. The Australian Cyber
Security Centre (ACSC) and other agencies will likely intensify efforts to bolster cyber
resilience and supply chain security. Counter-terrorism efforts will remain elevated,
with ongoing investigations into radicalization and potential further charges,
particularly concerning youth involvement. Airport security measures, as seen in
Sydney, are likely to remain stringent.

Critical flashpoints and risk areas: The primary flashpoint remains the Indo-Pacific,
particularly concerning China's growing military assertiveness and potential for
economic coercion. Any escalation in regional tensions, such as in the South China
Sea or around Taiwan, would directly impact Australia's security interests and could
test its alliances. The stability of the AUKUS agreement itself, particularly regarding
US shipbuilding capacity and political will, represents a significant risk. Delays in
Australia's own defense acquisition programs, such as Project LAND 6504 for
medium-range air defense, could leave critical capability gaps in a rapidly evolving
threat environment. Internally, the increasing radicalization of youth and the
persistent threat of domestic terrorism, exacerbated by online extremist content,
pose a continuous security challenge. The vulnerability of critical infrastructure and
essential services to sophisticated cyberattacks also remains a high-risk area, with
potential for significant economic and social disruption.

Indicators to monitor: Key indicators to monitor include any official statements or
legislative actions from the US Congress regarding AUKUS funding or submarine
production schedules. Domestically, public and political discourse surrounding the
AUKUS program, including any shifts in support or opposition, will be important. In
cybersecurity, the frequency and severity of reported data breaches, particularly
those affecting government agencies or critical infrastructure, will indicate the
evolving threat landscape. For counter-terrorism, any new arrests, charges, or
changes in the national terrorism threat level will be crucial. Diplomatically, the
outcomes of future Quad meetings and the nature of Australia's ongoing dialogues
with China will provide insights into regional stability. Military exercises and
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deployments, both unilateral and multilateral, will signal Australia's readiness and
interoperability with partners.

Strategic recommendations: Australia should continue to diversify its defense
partnerships beyond AUKUS, strengthening ties with regional partners through
initiatives like the Quad and bilateral exercises to enhance collective security and
burden-sharing. Accelerating the domestic defense industry's capacity, particularly in
areas like missile production and maintenance, is crucial to reduce reliance on
external supply chains and mitigate potential delays in acquisitions. A comprehensive
review of cybersecurity regulations and enforcement, with a focus on supply chain
resilience and data sovereignty for critical infrastructure, is urgently needed.
Furthermore, enhanced community engagement and targeted programs are essential
to counter youth radicalization and violent extremism, addressing the root causes and
online vectors of these threats. Finally, Australia must continue to advocate for a
rules-based international order and diplomatic solutions to regional disputes, while
simultaneously building a credible deterrent capability to protect its national interests.

Structured Assessment

“~ison
{

"threat_level": "Elevated",
"hotspots": [

{

"label": "HMAS Stirling",

"detail": "Future base for rotational US and UK nuclear-powered submarines under
AUKUS, facing domestic scrutiny and US political uncertainties.",

"lat": -32.228,

"Ing": 115.728,
"intensity": 3

b

{

"label": "Sydney Airport",

"detail": "Site of heightened security and police checks due to bomb threats, linked to
broader aviation security concerns.",
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"lat": -33.946,

"Ing": 151.177,

"intensity": 4

h

{

"label": "Darwin",

"detail": "Location of ongoing counter-terrorism investigations and charges against
teenagers for alleged terrorist acts.",

"lat": -12.463,

"Ing": 130.842,

"intensity": 3

h

{

"label": "Perth",

"detail": "Location of upgraded counter-terrorism charges against an individual and
host city for Land Forces 2026 defense expo.",
"lat": -31.953,

"Ing": 115.857,

"intensity": 3

h

{

"label": "National Cybersecurity Infrastructure",

"detail": "Widespread cyberattacks on healthcare (MediSecure, NSW Health, St
Andrew's Hospital) and essential service suppliers (Amadeus/Qantas) highlight
systemic vulnerabilities.",

"lat": -25.274,
“Ing": 133.775,
"intensity": 4
}

{

"label": "Yokosuka, Japan",
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"detail": "Host city for Exercise Malabar 2026, involving Australian, US, Indian, and
Japanese naval forces, enhancing regional interoperability."”,

"lat": 35.283,
"Ing": 139.667,
"intensity": 2

}

]
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