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Executive Summary

Mongolia's security posture during May 03-10, 2026, was characterized by active
engagement in multinational military exercises and sustained diplomatic efforts to
balance relations with major global powers. The nation's armed forces demonstrated
their capabilities in international readiness challenges and hosted a significant joint
counter-terrorism exercise. Concurrently, Mongolia continued to navigate its "third
neighbor" foreign policy, strengthening ties with the United States and the European
Union while maintaining comprehensive strategic partnerships with its immediate
neighbors, China and Russia. A notable concern emerged in cybersecurity, with
reports of a China-linked threat actor targeting Mongolian government entities and a
significant rise in online fraud, prompting increased national awareness campaigns
and strategic development.

Key Security Developments

* Military Activities and Exercises: Pacific Land Forces Team Readiness Challenge
(PLFTRC 2026)

Mongolian Ground Forces participated in the Pacific Land Forces Team Readiness
Challenge (PLFTRC 2026) held on the island of Oahu, Hawaii, USA, from May 1 to May
6, 2026. The Mongolian team, led by Senior Sergeant Mungunshagai Altankhuyag,
secured second place in the multinational competition, which tested endurance,
combat readiness, and tactical compatibility among forces from various Indo-Pacific
nations. This participation underscores Mongolia's commitment to enhancing its
military capabilities and interoperability with international partners in the Indo-Pacific
region.

* Military Activities and Exercises: Nomadic Elephant Joint Exercise

The 17th edition of the joint military exercise 'Nomadic Elephant' between India and
Mongolia was underway at the Special Forces Training Centre in Ulaanbaatar,
Mongolia, with an update on May 8, 2026. The exercise, which reportedly began on
May 31 (likely referring to a recent start or upcoming phase in 2026, given the update
date) and is set to culminate on May 13, focuses on non-conventional
counter-terrorism operations in semi-urban and mountainous terrain under a United
Nations mandate. This ongoing exercise aims to enhance the operational capabilities
and interoperability of both armies in addressing contemporary security challenges.

* Military Activities and Exercises: Steppe Partnership 2026
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A joint military exercise titled "Steppe Partnership 2026" between Mongolia and China
was reported in a video title on May 4, 2026. While specific details regarding the
scope and exact dates within the reporting period were not extensively provided, the
mention indicates ongoing military cooperation and exercises between Mongolia and
its southern neighbor. Previous joint exercises between China, Russia, and Mongolia
have focused on border defense cooperation and counter-terrorism.

* Diplomatic Relations: US-Mongolia Strategic Partnership

Mongolia continued to strengthen its "Strategic Third Neighbor Partnership" with the
United States. While the 17th Annual Bilateral Consultations were held in Ulaanbaatar
on March 17, 2026, discussions during that period highlighted ongoing cooperation on
peace, security, economic prosperity, and human rights. Furthermore, a March 2026
meeting between Mongolia's Deputy Prime Minister and the U.S. Ambassador to
Mongolia focused on enriching this partnership with economic content, including
renewable energy, critical minerals, artificial intelligence, and clean energy, with the
Millennium Challenge Corporation's $462 million Mongolia Water Compact nearing
completion in 2026.

* Diplomatic Relations: China-Mongolia Comprehensive Strategic Partnership

On May 5, 2026, Chinese Ambassador Shen Minjuan attended a handover ceremony
of assistance supplies from the Chinese public to Mongolia by UNICEF. This event
follows the Seventh Strategic Dialogue between the Ministries of Foreign Affairs of
China and Mongolia in February 2026, where both nations reaffirmed their
commitment to a comprehensive strategic partnership and building a "China-Mongolia
community with a shared future." China has also expressed willingness to expand
trade and cooperation in emerging fields like green energy and the digital economy.

* Diplomatic Relations: Russia-Mongolia Comprehensive Strategic Partnership

Mongolia maintained its strong comprehensive strategic partnership with Russia. In
February 2026, the Speaker of the State Great Khural of Mongolia, N. Uchral, paid an
official visit to Russia, engaging in talks with high-ranking Russian officials. The
discussions focused on strengthening economic ties, expanding parliamentary
cooperation, and maintaining dialogue on regional and environmental matters,
reflecting the traditionally robust relations between the two countries.

* Defense Policy and Strategic Shifts: Cooperation with Japan and Turkey

An agreement between Japan and Mongolia on the transfer of defense equipment and
technologies, signed in December 2024, was highlighted in a May 8, 2026, news
report, indicating its continued relevance for strengthening defense cooperation and
facilitating joint projects. Additionally, in March 2026, Mongolia and Turkey agreed on
cooperation in the defense sector, encompassing military training, joint exercises,
education, and cybersecurity, aiming to deepen relations in these areas.
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* Cybersecurity: China-linked Threat Actor Targeting Government

A significant cybersecurity threat was reported on April 23, 2026, detailing that a
previously undocumented China-aligned threat actor, named "GopherWhisper" by
ESET researchers, targeted a Mongolian government entity. The group utilized popular
communication platforms like Discord, Slack, and Microsoft 365 Outlook for covert
communications and data exfiltration, deploying custom-built malware. This incident
underscores the persistent and sophisticated cyber threats faced by Mongolia's
government infrastructure.

* Cybersecurity: Rising Online Fraud and National Strategy

Online fraud in Mongolia reached 694 billion MNT in losses in 2025, with fraud-related
crimes surging by 296% over the past five years, and over 30% of all recorded crimes
in 2025 occurring in the digital environment. In response, a public awareness
campaign, "Only in Fairy Tales," was launched in April 2026 to strengthen public
understanding and prevent online fraud. Mongolia also has a National Cyber Security
Strategy for 2022-2027, emphasizing a robust legal framework, critical infrastructure
protection, and human resource development.

* UN Peacekeeping: Protection of Civilians in Abyei

Mongolian peacekeepers deployed to Abyei, South Sudan, demonstrated their
commitment to international stability by protecting over 1,400 civilians who sought
refuge at their base due to an evolving security situation in February 2026. This
operation involved establishing medical tents and providing emergency assistance,
highlighting Mongolia's active and responsible role in UN peacekeeping missions.
Mongolia has deployed over 23,000 troops to UN peacekeeping operations over two
decades and aims to increase its contributions.

Geopolitical Impact and Regional Dynamics

Mongolia's security developments during this period underscore its consistent
adherence to a multi-vector foreign policy, often termed the "third neighbor" policy.
By actively engaging in military exercises with the United States and India, such as
the PLFTRC 2026 in Hawaii and the 'Nomadic Elephant' in Ulaanbaatar, Mongolia
signals its commitment to diversifying its security partnerships beyond its immediate
powerful neighbors, Russia and China. These engagements enhance interoperability
and build trust with democratic partners, contributing to regional stability in the
Indo-Pacific. The reported "Steppe Partnership 2026" with China also highlights the
ongoing necessity and reality of maintaining robust military-to-military ties with its
largest trading partner.
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Diplomatically, Mongolia continues to balance its relations. High-level dialogues with
China in February and May 2026, focusing on a "community with a shared future" and
economic cooperation, demonstrate the enduring strategic importance of Beijing.
Similarly, parliamentary exchanges with Russia in February 2026 underscore the
historical and economic ties with Moscow, particularly concerning energy and
infrastructure. Simultaneously, the ongoing Strategic Dialogue with the United States
and the EU's commitment of €1 billion for Mongolia's green transition reflect
Ulaanbaatar's successful strategy to attract investment and support from its "third
neighbors," thereby reducing overreliance on any single power.

The significant cybersecurity incidents, including the China-linked attack on a
government entity and the surge in online fraud, introduce a new layer of complexity
to Mongolia's geopolitical landscape. While the China-linked attack points to potential
state-sponsored espionage, the broader cybersecurity vulnerabilities could be
exploited by various actors, impacting Mongolia's economic stability and national
security. This situation necessitates enhanced international cooperation in
cybersecurity, potentially drawing in expertise and support from its "third neighbors"
and other partners to bolster its digital defenses.

Military and Defense Analysis

Mongolia's military and defense posture during this period reflects a focus on
enhancing professional capabilities, particularly in peacekeeping and specialized
operations, rather than large-scale conventional force expansion. The participation of
Mongolian Ground Forces in the Pacific Land Forces Team Readiness Challenge
(PLFTRC 2026) in Hawaii, where they achieved second place, demonstrates a high
level of training and skill among its personnel. This engagement, alongside the
hosting of the 'Nomadic Elephant' joint exercise with India in Ulaanbaatar, emphasizes
Mongolia's commitment to improving its capacity for non-conventional operations,
particularly counter-terrorism, under a UN mandate. These exercises are crucial for
developing interoperability and sharing best practices with international partners.

Defense spending trends and modernization programs appear to be geared towards
specialized capabilities and international cooperation. The agreement with Japan on
the transfer of defense equipment and technologies, though signed in late 2024,
remains a relevant development for bolstering Mongolia's defense industrial base and
facilitating joint projects. Similarly, the defense cooperation agreement with Turkey in
March 2026, covering military training, joint exercises, education, and cybersecurity,
indicates a strategic effort to acquire diverse expertise and technologies. Mongolia's
consistent and significant contributions to UN peacekeeping operations, including the
recent protection of over 1,400 civilians in Abyei, South Sudan, further highlight its
role as a responsible international security actor and a focus area for its military
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development. While specific figures on defense spending for May 2026 are not
available, the emphasis on international training, technology transfer, and
peacekeeping suggests a targeted approach to capability development rather than a
broad arms race.

Outlook and Forecast

Short-term trends (1-3 months): In the immediate future, Mongolia is likely to continue
its active participation in multinational military exercises, building on the momentum
from PLFTRC 2026 and the 'Nomadic Elephant' exercise. Further diplomatic
engagements with its "third neighbors" (US, EU, Japan, Turkey) are anticipated,
focusing on economic diversification, critical minerals, and defense technology
transfers. The ongoing efforts to combat online fraud and strengthen cybersecurity
will remain a domestic priority, potentially leading to new public-private partnerships
and international collaborations in this domain. The completion of the Millennium
Challenge Corporation's Water Compact in Ulaanbaatar in 2026 will mark a significant
milestone in US-Mongolia development cooperation.

Critical flashpoints and risk areas: The most critical risk area for Mongolia in the short
term remains cybersecurity. The documented China-linked cyberattack on a
government entity and the alarming rise in online fraud highlight significant
vulnerabilities that could be exploited for espionage, disruption, or economic harm.
Mongolia's geopolitical position, sandwiched between Russia and China, always
presents a delicate balancing act. While current relations appear stable, any
significant shifts in the broader Sino-Russian relationship or increased tensions
between major powers in the Indo-Pacific could indirectly impact Mongolia's strategic
autonomy. The potential for resource competition, particularly for critical minerals,
could also become a flashpoint if not managed carefully through transparent and
equitable agreements.

Indicators to monitor: Key indicators to monitor include the progress and outcomes of
ongoing and planned military exercises, particularly any trilateral engagements
involving Russia and China, or expanded cooperation with "third neighbors."
Developments in Mongolia's cybersecurity infrastructure and the effectiveness of its
national strategy and public awareness campaigns will be crucial to track. Diplomatic
statements and agreements related to economic diversification, critical mineral
exports, and infrastructure development with the US, EU, Japan, and Turkey will
indicate the success of its "third neighbor" policy. Any changes in the rhetoric or
actions of Russia and China towards Mongolia, especially concerning economic
leverage or regional security initiatives, should also be closely observed.
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Strategic recommendations: Mongolia should prioritize accelerating the
implementation of its National Cyber Security Strategy, focusing on robust defense
mechanisms for government networks and critical infrastructure, alongside sustained
public awareness campaigns. Strengthening international cybersecurity partnerships,
particularly with technologically advanced "third neighbors," could provide crucial
expertise and resources. Diplomatically, Mongolia should continue to leverage its
"third neighbor" policy to secure diverse economic and security partnerships, ensuring
it maintains strategic autonomy and reduces overreliance on any single power.
Investing in military modernization programs that enhance specialized capabilities,
such as counter-terrorism and peacekeeping, while maintaining a non-aligned stance,
will further bolster its security posture and international standing.

Structured Assessment

“~ison
{

"threat_level": "Elevated",
"hotspots": [

{

"label": "Ulaanbaatar, Mongolia",

"detail": "Site of ongoing joint military exercise 'Nomadic Elephant', significant
cybersecurity incidents targeting government entities, and a hub for diplomatic
engagements.",

"lat": 47.9188,
"Ing": 106.9175,
"intensity": 3

h

{
"label": "Oahu, Hawaii, USA",

"detail": "Location of the Pacific Land Forces Team Readiness Challenge (PLFTRC
2026) where Mongolian Ground Forces participated and achieved second place.",

"lat": 21.4678,
"Ing": -157.9818,

"intensity": 2
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+
{
"label": "Abyei, South Sudan",

"detail": "Area where Mongolian peacekeepers are actively engaged in UN
peacekeeping operations, including the protection of over 1,400 civilians.",

"lat": 9.6333,

“Ing": 28.3333,
"intensity": 3
}

{

"label": "Mongolia-China Border Region",

"detail": "Reported location of joint military exercises ('Steppe Partnership 2026")
between Mongolia and China, indicating ongoing border security cooperation.”,

"lat": 44.77,

"Ing": 111.90,
"intensity": 2
}
]
}
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